Committee and Date

Audit Committee

¥ Shropshire

= Council

24 November 2022

MINUTES OF THE AUDIT COMMITTEE MEETING HELD ON 15 SEPTEMBER 2022
10.00AM - 12.22PM

Responsible Officer: Michelle Dulson
Email: michelle.dulson@shropshire.gov.uk Tel: 01743 257719

Present

Councillor Brian Williams (Chairman)

Councillors Simon Harris (Vice Chairman), Roger Evans and Rosemary Dartnall and Chris
Schofield (substitute for Councillor Nigel Lumby))

23 Apologies for Absence / Notification of Substitutes

An apology was received from Councillor Nigel Lumby. Councillor Chris
Schofield substituted for him.

24 Disclosable Pecuniary Interests
Members were reminded that they must not participate in the discussion
or voting on any matter in which they have a Disclosable Pecuniary
Interest and should leave the room prior to the commencement of the
debate.

25 Minutes of the previous meeting held on the 20 July 2022

Paragraph 5 - Third line assurance: (a) Internal Audit Performance Report

and (b) Annual report 2021/22

It was confirmed that the action contained in the second paragraph in
relation to receipt of a management report for five audits within IT/
Information Governance and one relating to Dog Wardens that had
attracted unsatisfactory and limited assurance opinions had not been
actioned for this meeting but first line assurance reports would be
presented at the November meeting0

Paragraph 16 — Second line assurance: Approval of the Council’s
Statement of Accounts 2021/22

The Chairman commented that it was unacceptable that the Statement of
Accounts for 2020/21 had not been signed off 18 months later. In
response, the External Auditor confirmed that work on the 2021/22
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accounts had been completed however there had been a delay in relation
to receipt of guidance setting out how infrastructure assets should be
accounted for. CIPFA were proposing to change the Code, but this was
not expected until November or December and would necessitate some
additional audit work being undertaken but it was hoped to finalise thisin
November or December.

Members expressed concern about the fact that the accounts were not
before the Committee at this meeting but accepted the explanation of the
External Auditor.

RESOLVED:

That the Minutes of the meeting of the Audit Committee held on the 20
July 2022 be approved as a true record and signed by the Chairman,
subject to the above.

Public Questions
There were no questions from members of the public.

Member Questions

There were no questions from Members.

First line assurance: Providing Audit Committee with assurance on the internal
controls and risk management of the Council's Cloud Services

The Committee received the report of the Assistant Director Finance and
Technology — copy attached to the sighed Minutes — which identified the
current use of cloud-based services by the Council and considered its use
of these systems (including wider networks and data centres) to house its
data and network systems. It focused on the approach to assurance for
internal controls and risk management for these services. The report also
considered the current positionin terms of consistency of approach across
different types of use of the cloud and the desirability of increased
controls and risk management and consistency how these were being
applied.

The Assistant Director Finance and Technology introduced his report and
drew the Committee’s attention to the key points. He explained that
although there were risks associated with systems hosted within the
cloud, the Council and the Council’s IT team did not differentiatein terms
of the ways that internal controls and risk management were approached
between cloud-based systems and on premises systems. Overall, there
was considerable confidence that there were good internal controls and a
good level of engagement risk management around the core network and
core systems of the Council to the extent that they were hosted in the
cloud or similar arrangements. There was however an ongoing increase in
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the level of risk in the external environment, eg cyber-attacks, cyber-
resilience and cyber-security so it was important to constantly review the
arrangements around internal controls and risk management. The report
sets out where they were and the Committee were invited to comment on
whether or not that was felt to be sufficient or whether there were any
areas where controls could be included or improved.

The Infrastructure Security and Innovation Manager took members
through the report. He gave the background to the Council’s use of the
cloud, which was not new as the Council had been using cloud services for
over ten years. Things had changed slightly recently due to the elevation
of cyber risk which had meant putting some additional controls in,
including setting up an IT Business Continuity Recovery Group and
working with risk, audit and data protection around ensuring that controls
were in place.

The Council currently had a ‘cloud where appropriate’ model which aligned
to the Government’s approach of how to implement cloud systems. Cloud
services were suitable for some things but not for others and also, the
authority had to be conscious of value and often cloud services did not
provide best value and so the Council currently had a mix of cloud based
and on-premises based approaches. Some of the smallersystem
providers for particular service areas had not previously been in a position
to provide cloud-based services but as these reached their maturity level,
these options were now available to these business areas and would be
considered during the procurement process.

The Infrastructure Security and Innovation Manager highlighted some of
the controls and compliance areas that were in place. He explained that
ICT had specialist teams and also worked very closely with data
protection, with information governance, with risk, audit and procurement
so when a new system was proposed all these business areas work
togetherto ensure that the NCSC guidance was followed, that the supplier
was a fit and was capable of delivering the service and that ICT were able
to manage that supplierarrangement. Once the system was in place,
these business areas continued to work with ICT to ensure they continue
to manage the relationship.

The Infrastructure Security and Innovation Manager informed the
Committee that the biggest cloud system that the Council had was the
Microsoft Office Suite. As part of the supplier development cycle it was
important to have those management controls in place to handle changes
in software and products which were changed, often at short notice, to
meet publicdemand. He highlighted the biggest risk area that they were
working to control was the level and breadth and the different maturity
levels of how business areas managed their supplier arrangement with the
company working with the risk team around enhancing how our system
administrators and information asset owners understand the risks to their
systems and how they manage them.



[ Minutes of Audit Committee held on 15 September 2022

In response to a query, the Infrastructure Security and Innovation
Manager explained that not all local authorities operated their cloud
systems in the same way as it depended on the suppliers however
Microsoft Office Suite did operate in the same way across local authorities
as the supplier defined how it operated. Shropshire’s acuity levels were
probably possibly higherthan some because we had been doing it for
quite a long time. He confirmed that controls around the secure cloud for
Office 365 met PSN accreditations and so they had to work with Microsoft
around the controls to secure the cloud and additional controls were
added however those controls were no longer needed as Microsoft had
introduced a lot of the things that the Council needed to assure customers
that what they provided was secure. He confirmed that Shropshire was in
line with best practice.

In response to a further query, it was confirmed that there had been a
couple of breaches that year. Part of the ICT Business Continuity
Recovery Group was to help address and make sure any lessons learnt
were followed up and he informed the Committee that the risk profile
continued to reduce. However, no system was completely secure and
there was always a risk for cloud and on-premises systems from cyber-
attacks.

In response to a query, the Infrastructure Security and Innovation
Manager explained that the global large vendors recognised the need for
UK data centres and provided their services using these UK centres.
Smaller vendors tended to provide their systems using UK based anyway.
He confirmed that the Council currently had no data services based
outside of the UK. Part of the procurement process was to ask where they
were based and if only available outside of the UK, a business decision
would be taken around the risk of that data being held maybe in a less
secure location. It was confirmed that Nuneaton was still the Council’s
secondary data centre and backups were also done into the cloud as well.
Currently there was a business case going through for a more cyber-
focussed backup solution.

The Assistant Director Finance and Technology explained that they were
looking to bring Nuneaton to be the same level of capability as Shirehall
and that the overall level of cover was being improved to ensure 24/7,
365 cover including on-call teams.

A further question was raised about whether anything proactive was being
done in relation to the effects of the war in Ukraine and linkages between
Russia and China and the increased likelihood of cyber-attacks. In
response, the Infrastructure Security and Innovation Manager reported
that NSCE had issued guidance in January ahead of the Russian invasion,
that elevated activity would be seen so the Council created another group
in response to that to work through some additional security measures.
He informed Members that the levels of attack from China had increased
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slightly since January but not from Russia. It was confirmed that the
Council’s firewalls block attacks or attempts to connect to external
firewalls from Russian IP addresses approximately twice a second and
from Chinese IP addresses approximately four times a second which
equated to in excess of half a million per day.

The Infrastructure Security and Innovation Manager informed Members
that the Council had a team of four staff specialising in IT security,
however the levels were constantly kept under review.

The Chairman was alarmed at the level of risk involved and the scale of
attacks but was however reassured by the level of defence of IT systems
and the level of security in place.

RESOLVED:

Members have considered and are satisfied with the levels of assurance
placed before it in terms of internal controls and risk management of the
Council’s cloud services.

Second line assurance: Risk Annual Report 2021/22 incorporating Strategic
Risks Update

The Committee received the report of the Risk Management Officer — copy
attached to the signed minutes - which provided an overview of the
activity of the Risk, Insurance & Resilience Team during 2021/2022 and a
synopsis of the current risk exposure of the authority in relation to
Strategic, Operational and Project risks.

The Risk Management Officerintroduced and amplified her report. She
reported that the Audit review of risk management this year had identified
the assurance level as ‘Reasonable’ with actions required of service
managers in relation to operational risk management.

The Risk Management Officer drew attention to the June 2022 review
when there were 14 strategicrisks on the Strategic Risk Register, set out
in Appendix B, 10 of which were high, three medium, and one low.

Turning to operational risks, these were now embedded into a SharePoint
site and as such could be updated in real time. There were currently 126
operational risk registers in place (compared to 128 last year) containing
1,385 risks in total (1299 last year), as set out in Appendix C. The Risk
Management Officer drew attention to the 954 project risks, set out in
paragraph 8.3 and Appendix D of the report.

The Risk Management Officer highlighted the work undertaken in relation
to Business Continuity Management, set out in Paragraph 9 of the report.
She reported that as part of the Business Continuity arrangements, a
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cyber incident preparedness business impact analysis was being
developed and would resultin an Action Plan to address any areas of
concern. It was hoped to hold the postponed inaugural Shropshire
Resilience Conference in May 2023 to coincide with the national business
continuity awareness week.

In response to a query about the continued high level of risk due to Covid,
the Risk Management Officer explained that it was hoped to see this risk
reduce by November and the Council have moved to the recovery phase
and were getting back to business as usual and work that was delayed.

In response to a query the Risk Management Officer explained that the
strategic risks were the high level risk exposure and there would be
elements of all those strategic risks within some of the project risks and
operational risks and from the November review they would be linking
through the operational risks through to the strategicrisks so it would be
much clearer how those strategic risks were impacting operationally, but
also at an operational level, what was being done to mitigate the strategic
risk in that area as well.

The Risk Management Officer went on to explain that as part of the
operational risk review, which was a month before the strategicrisk
review, any themes that were linked through to the strategic risks which
were of a concern, would feed through to that, along with any emerging
theme from the operational risk review that it was felt needed to be
considered as a strategicrisk in its own right would be raised with the
Executive Director team for them to make that decision. What they would
also do, from some of the major projects would not just have a project
risk register, they would have a strategicrisk register as well which would
sit over the top of that Project. They also looked at the strategic high
level risks to key programmes of work as well as part of that whole risk
management process.

In response to a comment, it was agreed to include the direction of travel
in Appendix C of the next report to Audit Committee so that Members
could see how the operational risk exposure had altered from one period
to the next.

RESOLVED:

To accept the position as set out in the report.

Second line assurance: Annual Treasury Report 2021/22

The Committee received the report of the Executive Director of Resources
(Section 151 Officer) — copy attached to the signed Minutes - which
showed the borrowing and investment strategy for 2021/22, the outturn
for the financial year and the investment performance of the Internal
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Treasury Team, confirming that activities align with the approved
Treasury Management Strategy.

The Executive Director of Resources (Section 151 Officer) drew attention
to paragraph 4.3 of the report which confirmed compliance with the
relevant Codes and Policies to enable the Council to manage the risk
associated with Treasury Management activities and the potential for
financial loss.

Members’ attention was then drawn to the minimum reporting
requirements, set out in paragraph 7.3 of the report, and it was explained
that the Executive Directors and Cabinet also received quarterly treasury
management update reports. The reasons for the report coming to Audit
Committee were set out in paragraph 7.4 of the report. The Executive
Director of Resources (Section 151 Officer) explained that the detail was
contained in the Debt Maturity Profile, Prudential Indicators and the
Council’s Borrowing and Investment Strategy and Outturn position for
2021/22, set outin Appendices A, B and C respectively.

The Executive Director of Resources (Section 151 Officer) reported that
the Internal Treasury Team had outperformed their investment
benchmark which had been the case for many years. He confirmed that
the Council’s Treasury activities during the year had been within the
approved prudential and treasury indicators set and have complied with
the Treasury Strategy.

The Chairman congratulated the team for their good work and for never
failing to outperform the benchmark. In response to a query in relationto
the Public Works Loan Board rates, the Executive Director of Resources
(Section 151 Officer) reported that these were regularly monitored and
were expected to increase in the long term. They were not however at
the levels seenin the 1990s when borrowing rates were very high.

RESOLVED:

To accept the position as set out in the report.

Third line assurance: Internal Audit Performance Report and revised Annual
Audit Plan 2022/23

The Committee received the report of the Head of Audit - copy attached
to the signed Minutes - which summarised Internal Audit’s work to date in
2022/23. The Head of Audit explained that delivery had been impacted
due to resourcing challenges which were currently being recruited to and
supported by contractors. Lower assurances from reviews were
highlighted, providing members with an opportunity to challenge further.

The Head of Audit drew attention to the summary of planned audits, set
out at Paragraph 8.2 of the report, along with the planned verses actual
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Audit days across all Directorates, at paragraph 8.3. The table set outin
paragraph 8.4, set out the assurance ratings of all 12 completed audits,
broken down by service area. The Head of Audit reported that there was
one area that had been assessed as unsatisfactory and that was the
Payroll 2021/22 audit and Members therefore requested a management
report for the November meeting. The table at 8.5 showed the spread of
audit assurances whilst table 8.6 showed the recommendations.

The Head of Audit highlighted the areas where Audit had added value with
external clients and unplanned, project or advisory work, set out at
paragraph 8.14 of the report. In conclusion, the Head of Audit reported
that it was too early to draw any sound conclusions as to the overall
assurance framework.

In relation to the unsatisfactory assurance level for Payroll, the Head of
Audit explained that improvements were not just in the power of payroll
staff however she had no reason to believe that other stakeholders would
not engage. The Committee expressed their concern if any stakeholders
were unable to comply.

In response to a query as to how the unsatisfactory assurance level had
come about, the Executive Director of Resources (Section 151 Officer)
explained that fundamentally there had been a shift from a dedicated
payroll system to a module in the ERP. When they brought in the new
ERP system, it was a case of getting that implemented and in place within
the right timescales and ensuring that the fundamental principles of staff
were paid and staff were paid the right amount. So that part was
achieved however, as it was not a system dedicated to payroll, whenever
there were any changes whatsoeverto any terms of conditions, or
requirements, or national changes in legislation etc, whereas other
dedicated systems the supplier would automatically update them, with the
system that we have we have to wait for those to be input by our supplier
who are supplying across a wider ERP system.

He went on to say that there were also specific arrangements within
Shropshire that then had to be built into that system so therefore there
were processes that enabled those to happen which were not as slick or
simple as we would like them to be and require constant testing and
updating to make sure they are working. On top of that, there was a
complete change in relation to the way in which the system was managed
by Managers. For example, the travel claim system was something that
was input into the process, which was not working as fully as required
from the time it was implemented and therefore it required some
movement in relation to what Members did as well as some movement in
relation to what the system could do. He informed the Committee that
another module was to be brought into the system to enable weekly travel
claims to be made, to help people travelling long distances and having to
wait a month before they claim it back and which would have to be tested.
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So it is not something that has deteriorated over a period of time, but a
new system that was still being worked through in terms of its
implementation and on that basis there were expected to be a number of
recommendations and improvements and limited and fundamental
recommendations on the back of that.

The Head of Audit agreed for Managers to send Members a virtual update
along with Managers’ assurance after the December deadline in between
Committee meetings. Members could then make a decision whether they
wished to call a meeting or invite someone to the February meeting.

RESOLVED:
1. To note the performance to date against the 2022/23 Audit Plan.

2. To request a management report for the November meeting in relation
to the unsatisfactory assurance level given to Payroll 2021/22 and any
stakeholders unable to comply be requested to attend the meeting to

explain why.

Third line assurance: External Audit: Shropshire County Pension Fund Annual
Audit findings (Information) 2021/22

The Committee received the report of the External Auditor — copy
attached to the signed Minutes - which set out the Audit Findings for
Shropshire County Pension Fund for the year ending 31 March 2022.

The External Auditor informed the Committee that the Pension Fund Audit
was substantially complete and would be presented to Pensions
Committee the following day. The report came to the Audit Committee as
those charged with governance in respect of the Council’s Financial
Statements within which the Pension Fund accounts sit.

In terms of timelines, the External Auditor explained that delivering audits
continued to be a challenge for the sector as a whole but they were
aiming to get most audits finished by the end of November. Work on the
Pension Fund had however been prioritised and they were aiming for the
end of September to finish their work on the Pension Fund. He confirmed
that the work was substantially complete subject to finalising some work
around IT, journal testing and review of final accounts and financial
statements. The External Auditor explained that under the current
legislative framework, he could not issue an opinion on the Pension Fund
financial statements, nor complete his consistency opinion on the Pension
Fund accounts until work had been completed on the Council’s financial
statements. Signing of the accounts would be delayed until hopefully
November depending on the infrastructure matter.

The External Auditor drew attention to an unadjusted misstatement of just
over £19m which was below the level of materiality (£23m) but above
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performance materiality of £17m, and as stated in the report, whilst not a
material issue, it was close to the materiality level and given the current
regulatory environment within which all Auditors were operating, it did
kick in additional risk management procedures. Although he was
comfortable with how assets had been dealt with and that the asset figure
was fairly stated, sample testing was required which could have led to a
misstatement that was missed therefore there were certain procedures
that he had to go through (as set out in his report) and which would be
reported to the Pensions Committee the following day. The Partner Panel
wished him to discuss with management potentially amending the
financial statements for that figure as it was so close to materiality.

The Executive Director of Resources (Section 151 Officer) went into more
detail around the reason for the misstatement and why it was being
proposed by Officers not to adjust it.

RESOLVED:

That the contents of the report be noted.

Third line of assurance: External Audit: Audit Plan 2021/22

The Committee received the report of the External Auditor - copy attached
to the signed minutes — which provided an overview of the planned scope
and timing of the statutory audit of Shropshire Council for those charged
with governance.

The External Auditor drew attention to the key points set out in the
report. She explained that External Audit were responsible for expressing
an opinion on the Council’s financial statements and as the Audit Plan was
a constantly moving document, she confirmed that the risk assessment
around payroll would be revisited and would be reported back as it had
not been flagged as a risk.

The External Auditor explained that they had to consider whether the
Council had proper arrangements in place to secure economy, efficiency
and effectivenessin its use of resources and whether there were any
significant weaknesses. Planning in this area was ongoing and further
details would be provided to the Committee as part of their progress
update.

The External Auditor drew attention to the significant risks identified (as
set out on pages 6-8 of the report) for which External Audit would
undertake a significant level of work, and which included the risk that
revenue and expenditure may be misstated, management over-ride of
Controls, valuation of land and buildings and annual Pension Fund
valuation.

10
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They also had to build in work around accounting estimates and related
disclosures (set out on pages 10 to 11) including how the Council deals
with its accounting estimates and identifies its significant accounting
estimates in particular.

The External Auditor discussed materiality and logistics (set out on pages
14 and 15 of the report) and she confirmed that any changes would be
reported back to the Committee. She then drew attention to the Audit
fees set out on page 16 of the report and highlighted other pieces of work
that they complete for the Council eg certification claims in relation to
housing capital receipts, teachers pensions and housing benefit claims.

In response to a query, it was confirmed that with the exception of
infrastructure, they were not aware at present of any outstanding
information. In response to a query about the number of objections
relevant to the Council, it was confirmed that there were two, one in
relation to highways and one in relation to planning. The External Auditor
confirmed that these had been progressed and it was hoped to bring them
to a conclusion shortly. It was confirmed that this would cause additional
fees.

In response to a query, the Executive Director of Resources (Section 151
Officer) explained that the increase in the number of children in care was
a key financial risk and had been reported through the quarterly
monitoring reports for last year and this year and was discussed the
previous day at Performance Management Scrutiny Committee in relation
to the Performance report and the Financial Monitoring Report. He
confirmed that this was an area where they were seeing growth, partly
due to lockdown when normal procedures weren’t able to operate so there
was an element of catch up. For assurance, the cost of those associated
changes in performance were flagged, so as more children go into care,
and more children were identified as complex, as the complexity of cases
increases, so too does the level of cost increase, which was being tracked.
They were currently working on a three-year trajectory of what that might
look like so they had greater visibility on the impact of that going forward
because clearly it was unsustainable growth at the moment and they
needed to find ways of understanding that before they could start to
tackle it on a financial basis. The overspend for the Council for 2022/23
was around £9.4m and a significant percentage of that overspend was due
to Children’s Social Care so they were aware of it and were attempting to
manage it and by the end of the year they would be hoping to bring that
overspend down without impacting on the necessary controls that need to
be in place within Children’s Social Care to ensure that children are
protected appropriately and dealt with as they should be.

RESOLVED:

That the contents of the report be noted.

11
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34 Third line of assurance: External Audit: Informing the Audit Risk Assessment

35

for 2021/22

The Committee received the report of the External Auditor - copy attached
to the signed minutes - which updated the Committee on some important
areas of the auditor risk assessment where External Audit were required
to make inquiries of the Audit Committee under auditing standards and
which contributed towards the effective two-way communication between
Shropshire Council’s external auditors and the Audit Committee, as those
charged with governance.

A query was raised in relation to the number of firms of Solicitors utilised
by Shropshire Council, as set out on page 7 of the report, and whether
this was considered to be cost effective. Inresponse, the Executive
Director of Resources (Section 151 Officer) explained that the Council had
a relatively small internal legal team and so to ensure appropriate legal
advice was taken for the Council’s ambitious and complex programme of
works, different firms were employed for their specialisms in particular
areas. It was felt that this was cost effective and that the structure of the
internal legal team was appropriate.

RESOLVED:

That the contents of the report be noted.

Date and time of next meeting

Members were advised that next meetings of the Audit Committee would
be held on the 27 October 2022 (Provisional Date) and 24 November 2022
at 10.00 am.

NB. The provisional meeting scheduled for 27 October 2022 was
subsequently cancelled.

It was with great sadness that the Chairman informed the meeting that
the Head of Audit was retiring and that this would be her last Audit
Committee meeting. He explained that the Head of Audit had been
appointed thirteen years ago and that he had been her Chairman for eight
of those years. He went on to say that it had been a partnership and a
relationship which had been very fruitful and he could not speak too
highly about how well as chairman during those eight years that he had
been supported by her and how easy their working relationship had been.
She had been an absolutely splendid servant of this Council in the thirteen
years she had served it and as a Council and in particular an Audit
Committee she was owed a considerable debt of thanks for the dedicated
way in she has managed the Council’s Audit services over those thirteen
years. The Chairman therefore proposed, and the Committee endorsed,
the following resolution:

12
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RESOLVED:
To thank Ceri Pilawski for her services to the Council as Head of Audit
over the last thirteen years and to wish her a long and happy retirement.

36 Exclusion of Press and Public
RESOLVED:
That in accordance with the provision of Schedule 12A of the Local
Government Act 1972, Section 5 of the Local Authorities (Executive
Arrangements)(Meetings and Access to Information)(England) Regulations
and Paragraphs 2, 3 and 7 of the Council’s Access to Information Rules,
the publicand press be excluded during consideration of the following
items.

37 Exempt Minutes
RESOLVED:
That the Exempt Minutes of the meeting of the Audit Committee held on
the 20 July 2022 be approved as a true record and signed by the
Chairman.

38 Internal Audit: Fraud, Special Investigation and RIPA Update (Exempted by
Categories 2, 3and 7)
The Committee received the exempt report of the Principal Auditor which
provided a brief update on current fraud and special investigations
undertaken by Internal Audit and the impact these have on the internal
control environment, togetherwith an update on current Regulation of
Investigatory Powers Act (RIPA) activity.
RESOLVED:
That the contents of the report be noted.

Signed (Chairman)

Date:
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